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MANAGED FIREWALL SERVICES BUILDING A FORTRESS AROUND YOUR NETWORK AND E(lUIPMENTJ

Viruses, worms, hackers, terrorists, disgruntled employees — how susceptible are you to such attacks? The Internet is constantly being
scanned for vulnerable networks and computer systems. Did you know that antivirus software alone cannot prevent a true worm from
infecting your system?

Are you aware that many system breaches can be prevented with an effective security policy? Data Foundry is. And we also know
that a firewall solution is a critical and necessary component of any effective security plan. At Data Foundry we offer technologically
advanced products and services so you can work on your computer without the fear of intruders lurking in the darkness of your
network.

And with increased profitability and revenue growth each year since the company was launched in 1994, Data Foundry engineers
are able to concentrate on providing you the highest-quality monitoring and management. Data Foundry will be around tomorrow —
and we want you to be there with us.

Dedicated Hardware Firewall — Data Foundry deploys Cisco® PIX hardware firewalls with a proven track record, performance history
and overall reliability. Data Foundry offers a range of hardware firewalls to meet the needs of small offices to large enterprises.

Shared Hardware Firewall — Data Foundry’s shared solution is based on redundant Cisco PIX hardware firewalls. Customers are
provisioned either single or dual Fast Ethernet feeds into their hosting environment and are assigned IP addressing according to
individual requirements, network architectures and Data Foundry usage guidelines.

Software Firewall — Implemented on Data Foundry-approved routing platforms, software firewalls offer packet-filtering based on both
network addressing and application port information.

BENEFIT

Stateful inspection is a sophisticated technique
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analyze data. What this means is that each
packet is evaluated against information
collected from all seven communication and
application layers.

Create redundancy by configuring your solution
with two firewalls to run concurrently.

If Data Foundry supplies your firewall, we will
also have an on-site spare that can be

automatically configured with your specifications.

If an outage occurs, Data Foundry will notify you.

We always store your specific configuration
backup data so that we can automatically
reconfigure a new firewall if necessary.

that provides better security than packet-filters
which analyze communications in isolation
without information from the application layers.

Provides automatic failover protection in the
event of a problem with your primary firewall.

In the event of a problem with your primary
firewall, a backup firewall will be up and
running in minimal time.

You are kept informed on the status of your
solution.

Dramatically lessens the time to get a new
firewall up and running.

TO FIND OUT MORE ABOUT DATA FOUNDRY, VISIT US ON THE WEB AT DATAFOUNDRY.COM OR CALL US AT 1.888.839.2794.
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PROACTIVE FIREWALL MANAGEMENT AND CUSTOMER SUPPORT J

Our team of certified network engineers provides first-class firewall management based
on best practices. They help you set up your initial security policy and eliminate
the need to maintain a staff of network security professionals to manage your
firewalls in-house. Data Foundry is also proud to say we have a solid history of rapid
provisioning. Our customers do not wait on us.

Customer Support — Data Foundry’s network engineers are available 24x7x365 to give
you the highest level of support. Requests for policy additions and/or changes can be
initiated by either phone or e-mail and are completed within 24 hours.

Service Level Agreements (SLAs) — Data Foundry is confident about the reliability and
performance of our firewall solutions, but we want to provide you with the utmost peace
of mind, which is why we give you a 100% network availability guarantee.
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HIGH PERFORMANCE FIREWALLS )

Keeping intruders out requires that your security policy, software, and equipment
are more up-to-date than the technology at the hands of your attackers. Addressing
this challenge, Data Foundry offers state-of-the-art firewalls with expert monitoring
and management.

A RANGE OF MANAGED FIREWALL SERVICES )

Whether you choose to implement a firewall in one of our data centers or at your
premises, Data Foundry has a variety of solutions from which you can choose. Of
course, we monitor and manage your solution 24x7x365.

LET DATA FOUNDRY BE THE LAST
BUSINESS ISP YOU'LL EVER NEED )
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THE DATA FOUNDRY WAY

# Policy additions and/or changes
completed within 24 hours

® 100% network availability
guarantee

# Rapid Provisioning in 24 hours
or less

® 24 x7 x365 Monitoring
# Dedicated team of Cisco®
Certified Engineers to deploy,

configure and monitor your
firewall solution

CUSTOMER TESTIMONIAL
We invite you to learn more about our industry “After the sudden and unexpected death of our PIX firewall/router, we
expertise, technical leadership and exceptional were left in a rather unpleasant situation. Without having a failover or
services. Data Foundry wants to help you protect your replacement component in place, our business came to a temporary
data with a high performance firewall solution. standstill. The staff at Data Foundry went above and beyond the call of
Please call us at 1-888-TEXAS94 or visit our Web duty to assist us, and we are extremely grateful for their assistance
site at www.datafoundry.com. and their commitment to customer satisfaction.”

Dave Richkun

Director of Research & Development, Psyquel, LP

TO FIND OUT MORE ABOUT DATA FOUNDRY, VISIT US ON THE WEB AT DATAFOUNDRY.COM OR CALL US AT 1.888.839.2794.



